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Data protection

The aim of data protection, and aslo our obejective at Wuerth
Thailand Co. Ltd. (TIN O 1055 33003 38 9) (referred to as
“Wouerth Thailand”, “we” and "us"), is to ensure that personal
data is handled in such a way that every data subject's right to

privacy is protected.

Woerth Thailand recognises that the privacy of your personal
information is important to you and we are committed to
protecting the privacy of any personal information we collect from
you. Unless you give us your consent to do otherwise, we will
only collect, use, store and disclose your personal information in

accordance with this Privacy Policy.

In order to achieve this objective, all functions responsible for
the processing of personal data must observe applicable Thai
data protection laws as described in Personal Data Protection
Act B.E. 2562 (2019) (“PDPA”) and EU General Data
Protection Regulation (EU GDPR).

Observing and protecting the confidentiality of your personal
information is an essential aspect of the conduct of our
business. We generally disclose such information only in

accordance with our Privacy Policy.

The essential underlying principles of the PDPA and EU GDPR

are:

. Lawfulness of processing, fairness of processing,
transparency

U Purpose limitation

J Data minimization

. Accuracy of data processing

° Storage limitation and erasure concepts

. Integrity and confidentiality

From whom do we collect personal data?

The groups of people concerned are

. current employees,
. former employees,
. applicants,
. potential customers,
o customers,
. suppliers,
. service providers and
. other business partners.
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What information do we collect?

We primarily collect personal information that is necessary for
us to provide our products and services to you or if you are
providing us with a service. Personal information is any

information that can be used to identify you and may include:

. your name, address and contact details (including
telephone numbers and email address);

. your work contact details including name, telephone
numbers, work address and email address if you are
our customer or supplier;

. your device information such as IP Address, Mac
Address, Cookies ID, or etc.

. information about your dealings with us about our
products and/or services;

. your payment and account related details, including
credit information and/or credit eligibility information;

. images captured by Closed Circuit Television (CCTV)
systems used by us for 24 hour video surveillance;

. other personal information you may disclose to us
when you contact us with a query or complaint, or
where you request a product or service from us, or
information about a product or service from us, or
which is contained in any other communications

between you and us.

Where relevant we may ask you for other information, for
example, if you apply for employment with us we may collect
information about your qualifications and employment history.
Some of this information is considered by law to be
“sensitive information” about you. This includes besides others
any information that tells us about your health and/or medical

condition.

How do we collect and hold your personal information?

We usually collect personal information in the following ways:

. directly from you, either in person, in documents, by
email, telephone or electronically via our website
(including our E- Shop) or via Wuerth Thailand mobile
application (“App”) when you, for example:
o open a customer account with us;

purchase products or services from us;

enquire about our products or services generally;

apply to work with us;

O O O O

participate in our promotions, monthly specials or

competitions;
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o  participate in customer satisfaction surveys or
focus groups on proposed products;
o use our website, App or other applications
including our contractor management systems; or
o visit one of our offices or pick-up shops.
e from third parties who, for example, forward your details
to us;
e from CCTV systems used by us for 24 hours surveillance,
which monitor and record activities in our offices,
administration areas, warehouses and shop counters.

e From publicly available resources.

We will not collect your personal information from other
resources except we have your consent to collect personal
information from other resources within thirty (30) days or we
have right to collect the particular personal information

without your consent based on PDPA Sect. 24 or Sect. 26

We hold personal information in hard copy and electronic
files. If your personal information is no longer needed, we will

take reasonable steps to destroy or permanently de-identify it.

Collection of information from our website and our App

When using our website or our App you may voluntarily
disclose personal information to us. Our server may
automatically record details such as your internet address,
domain name if applicable, and the date and time of your
visit to our website or our App. If you access our website (or
any part of it) or our App via a social media plugin (such as
Facebook, YouTube, LinkedIn and Lline), you consent to us
collecting, storing and using the information you make
available to us via the plugin. If you have questions about
how social media plugins work, you should check the terms of

use of the relevant social media service.

We gather this information for internal purposes only,

including statistical and marketing purposes.

We will try to not identify users or their browsing activities
except as necessary to investigate or report any suspected
unlawful activity, as required or authorised by law or as

reasonably necessary for the activity of an enforcement body.
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Our website and App use cookies, which may collect
personal information. Cookies are pieces of data stored on
your browser that record information on your use of our
website or the App, such as details of your server and your
browsing activity, and send the information to the server. We
use these cookies to monitor usage of our website and App
only. You may be able to change the settings of your browser
so that cookies are not accepted generally or that you are
provided with options to accept or reject them as they are
sent to your browser. You might not be able to use the full
functionality of our website or the App by refusing the use of

cookies.

In addition to web server logs, we also use third party web
analytics, web beacons and similar technologies, such as
Google Analytics, Google AdWords Remarketing and
Countly, to collect or receive information in order to improve
the performance and usability of our website, App and
Facebook page. The provider of Google Analytics and
Google AdWords Remarketing is Google LLC, 1600
Amphitheatre Parkway Mountain View, CA 94043, USA.
However, the provider of Countly is a United Kingdom based

company, which has no office, remotely works.

Google Analytics use cookies to analyse how you view and
use our App and our website, for example, which pages you
visit and how long you are on the site. Information collected
by the cookies (including your IP address) is transferred to
and stored on Google's servers (at the time of writing, in the
United States, however caching and other technologies may
mean that your activity date is stored in other locations).
Google does not identify or associate your IP address with

any other data held by Google.

Our site may also use Google AdWords Remarketing which
will display advertisements to you based on what parts of our
sites you have viewed by placing a cookie on your web
browser. This cookie does not in any way identify you or give
access to your computer or mobile device. Google AdWords
Remarketing allows us to tailor our marketing to better suit
your needs and only display advertisements that are relevant

to you.

Countly are directly used on the App to analyse acquisition
channels and the activity, retention and funnel completion

rates of users acquired through various sources on our App.
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Countly provides the company completed visibility and
controls over how the analytics data is sent from the SDKs,
where the analytics server and database is located, how they
are configured and who has access to which parts of the

data.

By using our website or the App, you consent to the
processing of data about you by Google in the manner
described in Google's Privacy Policy and for the purposes set
out above. You can opt out of Google Analytics or AdWords
Remarketing. If you disable or refuse the cookie or use the
opt-out service provided by Google you may not be able to
access all the features on our website or the App to their full

extent.

By using our Facebook page, you consent to the processing
of data about you by Facebook (Facebook Inc., Hacker
Way, Menlo Park, California 94025) in the manner
described in Facebook’s Data Policy and for the purposes set
out above. You can hide our advertisements on your

Facebook page by following the instructions here.

We embedded social share buttons of social networks such
as Facebook, LinkedIn, YouTube and Line on our website, this
type of integration has not connected with social network
server, when you access to these websites through our
buttons, it is directly consenting to transmit your data to
servers of these social network. Once you access to the
particular page of the social networks, whether you have
profile on the social networks or not, your browser will directly
send this information, which included your IP address to
servers of the social network without being able to control

transmitting data.

Collection of information via our CCTV

We collect personal information via our CCTV systems for 24

hours video surveillance to:

. Improve actual and perceived levels of safety;

. reduce the likelihood of graffiti, vandalism and anti-
social behaviour around our premises;

. reduce incidents of criminal behaviour including
fraud against our business and to aid inidentifying
and prosecuting offenders;

. reduce insurance excesses and premiums;

. assist in minimising and monitoring work health and
safety issues and risks; and

. assist in tracking inward and outward movement of

goods, particularly large value items.
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How do we use your personal information?

We use personal information primarily to provide our
products and services to you in the ordinary course of
conducting our business and/or to obtain goods and services
from you. We may also use personal information to:

J contact you to provide you with the information,
materials or products and services you request;

. contact you to provide you with information and
materials on our products and services that we think
you may be interested in;

. provide you with our products and services;

. provide you with information about the products and
services you are currently using;

. provide you with information about other goods and
services we offer that are similar to those that you
havealready purchased or enquired about;

. provide you with information about promotions,
monthly specials, competitions or upcoming events
that wethink you may be interested in;

. manage our relationship with you, including
addressing any enquiries or complaints you may
have, providing payment gateways and credit
facilities, and to improve the services we provide;

. analyse and understand our client base, for example,
by engaging third parties to conduct research on our
behalf; and

. for a secondary purpose that is related to a purpose
for which we collected it, where you would
reasonably expect us to use your personal

information for that secondary purpose;

If we intend to use your personal information for direct
marketing, such as by adding you to a marketing database,
and you have not already consented to this use, we will notify

you and will provide you with an opportunity to opt out.

In case of Line application, you consent to receive marketing
information by adding our Lline Official account to your
friends list. If you no longer wish to receive our Line
nofifications, you may block our Line Official account at any

time.
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To whom do we disclose personal information?

We will only disclose personal information for the purpose for

which it was collected or in the following circumstances:

. to a member of the Wuerth Group, which means our
subsidiaries, our ultimate holding company and its
subsidiaries for consultation and reporting on relevant
issues and for storage purposes, depending on where
our storage facilities and/or servers are located;

. third parties including business partners, suppliers,
sub-contractors and service providers who assist us in
the conduct of our business;

. to market research companies for the purpose of
analysing our client base and undertaking research on
our behalf;

. to any relevant law enforcement body, courts and
legal advisers where unlawful acts are suspected or in
order to respond to subpoenas, court orders, or legal
process;

. where occupational health and safety complaints
have arisen, to workplace Health and Safety
Officer(s) or our Insurer(s);

. to third parties in order to investigate, prevent, or take
action regarding illegal activities or suspected fraud,
toestablish or exercise our legal rights or defend
against legal claims, or in situations involving potential

threats to the physical safety of any person;

. where required or authorised by law or otherwise as
permitted under the PDPA;
. where you consent or have authorised a third party to

the disclosure;

° in the event of a sale, merger, liquidation, dissolution,
reorganization or acquisition of Wuerth Thailand, or a
Wouerth Thailand business or business unit, information
we have collected about you may be sold or
otherwise transferred. However, this will only happen
if the party acquiring the information agrees to be
bound by the terms of this Privacy Policy and the
notice provided to you when the information was

collected.
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Payment providers

On our website (“eshop”) and App we offer payment by
credit and debit card through our payment service provider
First Data Merchant Solutions Private Limited (12 Marina
Boulevard, #26-04, Marina Bay Financial Centre Tower 3,
Singapore 018982), hereinafter "fiserv".

We do not collect or save the data ourselves. If you choose to
pay by credit or debit card, any personal and payment-
related data that is requested and required to process the
transaction will also or exclusively be transmitted directly to
your bank, credit card company or fiserv. Credit card data is
only collected by fiserv and stored in encrypted form. You can
find detailed information about fiserv on

https://www.fiserv.com/en-ap.

Payments by credit and debit cards for purchases via our
website/eshop and App are received by our dffiliate
company Wouerth International Trading (Singapore) Pte. Ltd.
(4th level, 30 Pioneer Road, Singapore 628502). Only
essential data related to the eshop/App purchase (e.g.
customer name, number, invoice number and total amount)
processed via credit and debit card are provided to the

affiliate Wuerth company.

Singaporean privacy laws also apply for payments processed
via Fiserv and received by Wuerth International Trading

(Singapore) Pte. Lid.

Cross-border disclosure of personal information

We may deal with third parties that have all or part of their
operations located overseas. As a result, your personal
information may be disclosed to a recipient in a foreign

country, including but not limited to Germany and Singapore.

How secure and accurate is your personal information?

We will take reasonable steps to ensure that all personal

information we hold is:

) accurate, complete, up-to-date, relevant and not
misleading;

(] stored in a secure environment; and

. protected from misuse, interference and loss as well as

unauthorised access, modification or disclosure.
Any personal information in the form of images captured by
CCTV will be stored onsite at our premises and accessible by
specifically authorised employees in accordance with
controlled access procedures. Images will bestored for a

minimum of thirty (30) days.

WUERTH THAILAND CO. LTD.

U3EN Bosu (Usawalvy) S1da 123/2 wosaasangs 31 danananvnssuannns:ls AUUAaBINTS W Uaniin
lwaanans:fa nqamwe 10520 Tus : 02 2170 5047 Bwas : COMPLIANCE@WUERTH.CO.TH 5u'lwssl : WWW.WUERTH.CO.TH



PRIVACY POLICY

28/12/2021 V1.0

e WURTH

Page 9 of 10

mnsvandua o vasaauudsuuas TusaudaTwiswaulauisiianlae
Tdvanduanisdinsioduans s TWisausasnenaugndoswag
doyasimunnaTaIAns ls

AnLasTAnazu ludayadiuyanavasn ldatnels?

Culi] muvi‘m‘[ﬁuu‘[n'h‘ﬁauuamuuﬂﬂaﬁwumﬁﬂusmﬁugﬂm”adu,a:
psufiu Afiand lunsithdedoyaduumaraidmsuamiisufuly sas

Uavdenurwele q Tunsidrfetoyadinuanavasnuiinamdsfaisivng
8iuail compliance@wuerth.co.th FingranurunsosdoyaduyAnaDLE

T fiasiinsinutiu bifidsssuisnTunsvaithdsdoyaduumnna

wosnas wslsanFsnIAuAsssuilun TunsTwe A Ssdayadiuymna

vasnaTustuuuiinnashudu Tasundiudraainannnisgdoyaiianunsn

whis lddadonAu i TuIng aaugidansve Tiiswa lodeyaiAuadun il

pnsas ldanysal AMade liiAsdamsevinTmidhlaie wniswfiasiia:

ur ludoyasiuynnavasnmmuiitoe 1dsdad:

o uTaunmuiBuasdnualsnusfianmnvasnisufias) uusiasla
fmanaanmsiinsvinguiiu (uazissoasuunsufiasiu uas

o lefinstoswemnnaaTwisidonTnsdoanuindeyaiulingnedas lai
anysal dardy liiAsdomsevin T i Tivinenudumousdanan
suanasuanuasaliioidonlusdduasdenaiio Tl Tdimu

2

doyaldvalau
Suazfinsio USEYN 05U Usund e leoenals?

mnpauddnuniodosessuuAnnAuisnmsinnmstoyadiuunnauasnn

o &

AfEINsafasalminirAuguanmsU fidienungadsuveas ladail:

AAUNL: Wi iirAuguanisufuinungsadou
Us¥n Bosn Usavia lve Anda
@il 123/2 flangnamnssuainng:li AUUARINT
wgNAUam, |waananTell,
ARNWINAAIUAS 10520
dwa: compliance@wuerth.co.th
Tnsdwii: (02) 2170 5047
ai5ed: ulsunomsduasestoyadiuyAna

IasRasaasaundun1ssoasuuls q AudiiwismsuatsTunanil
wanzan laodndTussznannoTu 30 Tu isaswsnound lodatoasou
To Ao uAawa Tawosnnilane

If any of your details change, please let us know as soon as
possible by using the contact details below so we can

maintain the accuracy of your personal information.

How can you access and correct your personal information?

We seek to ensure that all personal information collected is
accurate and complete. You have a right to access personal
information we hold about you. We will comply with any
request to access your personal information that you send us

by email at compliance@wuerth.co.th where the Personal

Data Protection Act allows us to refuse to do so. There is no
fee for making a request to access your personal information
but we may charge a fee for giving you access to your
personal information in a mutually agreed format, usually by
sighting the accessible information held on file. You also have
the right to ask us to correct information about you that is
inaccurate, incomplete, out-of-date, irrelevant or misleading. If
we refuse to correct your personal information as requested,
we must:

. notify you in writing of the reasons for the refusal
(unless it would be unreasonable to do so) and how
to complain of the refusal; and

. upon request from you that we associate a statement
that the information is inaccurate, incomplete, out-of-
date, irrelevant or misleading, take such steps are as
reasonable in the circumstances to associate such a
statement so that it will be apparent to users of the

information.

How can | contact Wuerth Thailand?

If you have any questions or complaints about how we
handle your personal information, you can contact our
Compliance Officer as follows:
Mail: Compliance Officer

Wouerth Thailand Co Ltd

123/2 Ladkrabang Industrial

Estate Chalongkrung Road,

Lumplatiew, Ladkrabang,

Bangkok 10520

E-mail: compliance@wuerth.co.th
Phone: (02) 2170 5047
Attention:  Privacy Policy

We will consider and respond to any complaint notified to us
within a reasonable time, usually within 30 days. We will
always endeavour fo resolve any complaint to your

satisfaction.
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Exclusion of Liability/Disclaimer

The data protection declaration of Wuerth Thailand does not
apply to applications, products, services, websites or social
media functions of third party providers which are accessible
via links which we offer for information reasons. When using
these links you leave the website of Wuerth Thailand, so it is
possible that information about you may be collected or
passed on by third parties. Wuerth Thailand has no influence
whatsoever on the websites of third parties and makes no
recommendations or assurances regarding these websites or
their data protection practices. We encourage you to read
and review the privacy policies of all websites with which you
may interact before allowing them to collect, process and use

your personal information.

Changes and Updates to the Privacy Policy

As our organization, membership and benefits change from
time to time, this Privacy Policy is expected to change as well.
We reserve the right to amend the Privacy Policy at any time,
for any reason, without notice to you, other than the posting
of the amended Privacy Policy and Terms and Conditions at
this Website. We may e-mail periodic reminders of our notices
and terms and conditions and may e-mail you of material
changes, but you should check our Website frequently to see
the current Privacy Policy that is in effect and any changes
that may have been made to it. We encourage you to review
our website regularly to ensure that you are aware of our

current Privacy Policy.
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